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Subject: Utimaco Security Bulletin - PHP Vulnerabilities “PHP2Shell”
(CVE-2026-109618, CVE-2026-109619)

Status: Not impacted
Dear Valued Customer,

Summary

On October 21, 2026, the PHP project disclosed two critical vulnerabilities in
the PHP runtime, CVE-2026-109618 and CVE-2026-109619 (collectively
“PHP2Shell”), each rated CVSS v4.0 9.2. Successful exploitation can allow an
unauthenticated attacker to execute arbitrary code on a server running a
vulnerable PHP version (5.4 through 8.5.11).

Utimaco Assessment

Utimaco’s Product Security Incident Response Team (PSIRT) has assessed its
product portfolio and confirms that the Utimaco products are not affected,
as they do not include or rely on the PHP runtime in firmware, operating
system images, management interfaces or supporting tools including

¢ General Purpose HSMs —e.g., u.trust GP HSM Se/CSe-Series / Cryp-
toServer, all versions

e Payment HSMs —e.g., Atalla AT1000, CryptoSec Payment HSM, all
versions

e Key Management — e.g., Enterprise Secure Key Manager (ESKM),
KeyBridge Suite of Products, all versions

e Data protection — e.g., LAN Crypt Cloud, LAN Crypt Client for iOS,
Android, macOS and Linux, LAN Crypt 2Go) & DiskEncrypt

e Management and client software - e.g., admin tools,
PKCS#11/JCE/CNG providers, u.trust 360, smartcards, Utimaco C3,
smartcards, etc. all versions.

Customer Action

No action is required for Utimaco products. As general good practice, cus-
tomers should apply the PHP security updates to any other systems in their
environment that run PHP.

Utimaco continues to monitor this issue and will update this bulletin if new
information becomes available.

Contact

For questions, contact Utimaco Support by phone at 1-844-UTIMACO or
emailing us at: support@utimaco.com. We thank you for your business and
your patronage.

Sincerely,

Manish Upasani
Head of Product Management
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